trueServe - brief instruction on environment configuration
Router & Server prerequisites for trueServe761b8

(by BooxieMalone — editing & screenshots by Froo/Frootee - members of www.united3dartists.com)

Foreword

Dear trueServe User.

This 3-step brief instruction is meant for beginners. The goal is to guide you through creating suitable base
conditions in your machine, to prepare it for running an internet connected trueServe successfully.

Detailed discussion of router configuration is not covered, since the GUI interface and functionality vary by router
brand and model. So you will need your Router Manual, your Internet-Service-Provider-Information and the
trueServe Manual. A working internet connection is assumed.

Attention: Please do not change your system, if you have no idea what you're doing and if you feel overstrained
to do that. Better ask a qualified person for help in this case.

You should at least have a basical understanding of TCP/IP. My suggestions are examples. In view of my
statements, everything & every address may be changed to your needs, but be aware:

I'll not be responsible, if your settings lead to malfunction!
Please also note: My realizations up to now are empirical. All known servers, which were running successful,

were internally equipped with a static IP-System. But this is not necessarily a stringent condition. If you
successfully configure your trueServe PC with an internal dynamic IP address, please let us know.

Regards

-BM.
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1st Step - ROUTER

Go into the router setup and “open doors for the internet®,
means open one or several ports in the router firewall.

- Release access to at least one communication port 1109,
- Protocol is UDP

and assign this port to either your computername/serveraddress/application

(or IP address, depends on possible settings)

If needed release access to further communication ports 1110, 1111, 1112-1115

(1109-1115 is the default in trueServe, but not all are needed to open up initially)

The management port 2001 is not needed over internet, if managed locally. Otherwise open this one too.

1a) If your network is controlled by a DHCP-Server (that's a function in your router)
usually there is a possibility to choose "assign always the same IP" (equal to fixed IP).
If this is not assignable ... goto 1b)

1b) Switch off DHCP - (Dynamic Host Core Protocol - dhcp assigns each device a unique IP address
automatically if set to ON)

Assign your router and your computer each a fixed IP manually (called static network addresses).

Lets say your router address is 192.168.002.001 (short 192.168.2.1),

then your computer should get the "2" or another number out of "2-254" in the last triplet.

(Numbers 0 & 255 are reserved for broadcasts - Subnetmask is 255.255.255.0 if asked for)

Keep the first three triplets of the IP like found in your router! Those four triplets are your private network
address, comparable to normal addresses like ,,country . city . street . housenumber” of your devices.
(There must not be 2 devices with the same number in your network)

2nd Step - SERVER (with trueServe761b8 installed)

Make changes only to Windows Security Center.
(You need no access release of your HD drive or any folder as was previously assumed)

Make following settings in Windows Firewall, see screenshots next page:
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Open Windows Security Center

¥ Windows Security Center

0} Resources

o

Gek the latest security and virus
information From Microsoft

Check For the latest updates From
Windows Update

Get support For securiby-related
issues

Get help about Security Center

Change the way Securiby Center
alerts me

[=1E3
& Security Center

Help protect your PC

Security essentials

Security Center helps wou manage wour Windows securitby settings, To help protect your computer,
make sure the three security essentials are marked ON, IF the settings are nok O, Follow the
recommendations, To return to the Security Center laker, open Contral Panel,

What's new in Mindows bo help protect my computer?

ﬁFirewall @ ON | ¥

QAutomatic Updates © ON | 3

Windows did not find antivirus software on this computer, Antivirus software helps protect wour
computer against viruses and other security threats, Click Recommendations for suggested
actions you can take, How does antivirus software help protect my computer?

*

Mote: Windows does nok dekect all antivirus programs.,

Recommendations. ..

Manage security settings for:
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Open Windows Firewall and leave the "Don't allow exceptions" option unchecked.

%= Windows Firewall

Windowes Firewall helps protect your computer by presventing unauthonized users
from gaining acceszs to your computer through the Internet or a nebwork.

@ (¥} On [recommended)

Thiz zetting blocks all outzide zources from connecting to this
computer, with the exception of thoze selected on the Exceptions tab.
[ ] Don't allow exceptions
Select thiz when vou connect to public networks in less secure
locationz, such as airportz. 7ou will not be notified when 'Windows

Firewall Blocks programs. Selections on the Excephions tab will be
ignored.

@ () OFff [not recommended]

Avoid uzing this setting. Tuming off Windows Firewall may make thiz
computer more vulnerable to viruses and intruders.

What elze should | khow about Windows Firewall?

k. l [ Cancel
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Click the "Exceptions" tab. You will see something similar to this.
Standalone Runner in this picture, is trueSpace 7.61B8.
Standalone Server Runner is trueServe, in this case.

Click the "Add Program..." tab and add all trueSpace programs you are using in conjunction with trueServe, one
at atime (i.e., trueSpace 761, trueplay 2.0, and trueServe).

* Windows Firewall

|.|_3-enera| Exceptions |-.-'1‘-.|:Ivan|:eu:||

WWindowes Firewall iz blocking incoming netwark, connections, except far the
programs and services zelected below. Adding exceptions allows some programs
ki waark, better buk might increase your securnty risk.

Frograms and Services:

Mame

I File and Printer Sharing
Files and Settings Transfer wWizard
Metwaork, Diagnostics far Windows =P
i Remote Azzistance
] Remaote Desktop
Standalone Fusiner
Standalone Server Runner
ﬂ I UPAP Frameswrk,
Wwindows Messenger

| ddProgiam... | | addPot. ||  Edi. | Delee

Dizplay a notification when \Windows Firewall blocks a program

Wwhat are the risks of allowing exceptions?

[ Ok ] [ Cancel
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Select the trueServe app in your window, and click the "Edit" button.

r

Windows Firewall

Edit a Program

Y'ou can allow communication with thiz program from any computer,
inciuding thoze on the Intermet or just from computers on your netwark. ams

Name: [ 4] Standalone Runner

Pathy ||::'\true5 pace/615tdv\Rozetta exe |

T

Remote Azzistance

] Remate Desktop
Standalone Furimner
Standalone Server Bunner

[ UPAP Framewark,
Wwindows Messenger
| ddProgiam... | [ AddPor. || Edi. ||  Dete

Dizplay a notification when Windows Firewall blocks a program

What are the rigks of allowing exceptions?

[ 1]8 ][ Cancel ]
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Click the "Change scope..." button.

In the Change Scope dialog, select the "Any computer (including those on the Internet)" option. You have to do
this for every added program separately.

** Windows Firewall

Edit a Program

Y'ou can allow communication with thiz program from any computer,
including thoze on the Intermet or just from computers on your netwark. amsz

I ame: EH. Standalone Runner

Path: | C:htueSpace?B1 5td \Rozetta exe |

%) [cea ]

Change Scope

To zpecify the set of computers for which this part or progran is unblocked, click an
option below,

To zpecity a custom list, type a list of IP addreszes, subnetz, or both, separated by
COMMas.

3 Ary computer [including thoze on the Intermet]
) My netwark: [subnet) only l]

) Custom list:

Example: 192.163.114.201.132.165.114.201 /255, 255.255.0 e

L OF. J[ Cancel J :]
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Click the "Advanced" tab.

= Windows Firewall

i_lj eneral | "I-E-:-ccept.i_u:uné | Advanced |

Metwork, Connection 5 ettings

Windows Firewall iz enabled for the connections zelected below. To add
exceptions far an individual connection, select it, and then click Settings:

Local Area Connection Settings...
MSH

Security Logging

Y'ou can create a log file for troublezhooting purposes. S ettings

ICHP

With Internet Control Message Protocol [|[CMP), the
computers on a network. can share erar and status
information.

Settings...

Default Settings

IR

To restore all wWindows Firewall zettings to a default state,

click Restore Defaults. it Halaulis

o]
-~
el
[v]
>
]
o
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Select the 'Local Area Connection' option, then press the "Settings" button. (If you've got more than one entry
here, select the one which is used for internet connection.)

. Windows Firewall

| General | E:-:l:eptil:un$| &dvanced

Hetwork, Connection Settings

Windows Firewall iz enabled for the connections zelected below. To add
exceptions for an individual connection, select it, and then click Settings:

Local Area Connection Settings...

[v] M5M

Advanced Settings

Select the zervices rwnning on your nebwork, that Intermet uzers can
access.

Services

[ Intemet Mail Access Protocal Version 3 [IMAF3)
[ Intemet Mail Access Protocal Version 4 [IMAPA]
O Intermet Mail Server [SMTE)

B [ Post-Office Pratocal Yersion 3 [FOP3)

T [ Femate Desktop

= [ SecureWeb Server HTTPS)

O Telnet Server

[ ‘web Server [HTTF)

| add. | [ Ed. | Delete

[ ] 8 ][ Cancel J
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Select your shared space, or click the "Add" button to create it, and fill out the information.

In the picture shown, the description has been set to: BooxieSpace (you can use whatever you want here).
The IP address is set to the local IP address of the computer which is hosting the trueServe application.

The external and internal port numbers are set to: 1109.

This is the first default port of the shared space: BooxieSpace.
The protocol is set to: UDP

Click the "OK" button once you are done making the changes.

** Windows Firewall

| General | Exceptions | Advanced |

Metwork, Connection Settings

Windows Firewall iz enabled far the connechions selected below. To add
ewceptions far an individual connection, select it, and then click 5 ettings:

Local Area Connection | Seitings... J

MSH

Advanced Settings

Services |_IEHIF|

Service Settings

D ezcription of service:

G
it | |
Mame or IF address [for example 192.168.0.12] of the
o computer hozting this service on your netwark:
|192.1EE.1.2 |
T
G

Esternal Port number for this service:

|11na |

1109 | OTcP - @uDP -
Internal Part number far this service; j

L Ok, ,][ Cancel ]

| Add. || Ed. | Delete

[ ]9 ][ Cancel ]
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Repeat the last step for trueServe, except use port 2001 (the management port):

* Windows Firewall

| General | E:-:n::epti-:nns| Advanced

Metwaork, Connection Settings

YWindows Firewall iz enabled for the connections selected below, To add
exceptions far an individual connection, select it, and then click Settings:

Local Area Connection
RSH

Advanced Settings

5
Semvices | |CMP |
Service Settings
I
D eszcription of service:
4 |trueS erve |
it
Mame or IF address [for example 192.168.0.12] of the
b computer hozting this service on wour netwark;
p9215312 |
T
.
E sternal Port number for this service;
2001 | QTP @UDP |
[nternal Part number far this service; :|
|znm |

L Q. ,][ Cancel ]

| Add. || Edt. | Delete

[ ]S ][ Cancel ]

3rd Step - ANTIVIRUS FIREWALL

If your Antivirus Software has a Firewall integrated, set SecurityLevel to MEDIUM,
so your server is allowed to act as a internetserver.

If there are explicit settings for ports, configure the same ports like above accordingly.
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12 Points Quickstep Checklist

How to get a trueServe running and successfully connected to the internet, so community members can log in.

This Checklist shows the shortest way to cover all prerequisites for trueServe in your server setup. When
following this Checklist precisely step by step - you really should do only the things, which are explicitly written
down here - I'm sure you will succeed like me.

Preliminaries

« 01) open router port 1109 UDP (no 2001 - use it only internally)
« 02) check Win Security Center for necessary settings (see my brief_instructions)
« 03) check Antivirus Firewall (Security-Level Medium)

First Run of trueServe

« 04) delete default.ctx (in the root folder of trueServe)

« 05) start trueServe

« 06) upper left window contains "Space 3D" node - bottom left window contains "Network" node
« 07) drop "Shared Space Tools" Object into the "Space 3D" node

« 08) change Space name TestSpace (or leave it untouched) and click "Create Shared Space"

You have nothing else to do (in network node window - no changes to "TestSpace" necessary)
(Besides that you might want to open a "cmd"-window and create a server panel, but that's not important
for now)

« 09) click the "SharedSpace-icon" (last but one from right at the bottom)

« 10) goto http://checkip.dyndns.org (to get the actual IP or at least to secure that nothing has changed
meanwhile)

« 11) Login

External Connection

« 12) Start truePlay and login (try to connect with internal and external addresses)

If Login was ok from inside your network and from outside (internet), save your base configuration. Now you can
start over to build your first Shared Space Scenery.

Keep in mind, that private DSL lines usually often get a new public IP address from the DHCP Server of your ISP.
That's why we have a checkpoint 10. If you want to have your server available for a long time, you could register
dynamic DNS routing at www.dyndns.org, or register a fixed IP for your homeserver.

If all the efforts didn't lead to a successful Logln, there still could be some internally blocking in one of the
following places: Router - Windows Security Center - Antivirus Firewall.

Good luck!
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